Bioterrorism – How Can Your Company Be Prepared?
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Until biological weapons became a topic at America's breakfast table, the thought of the destruction of an entire city or community on US soil seemed almost unimaginable. However, according to the Center for Disease Control, approximately seventeen countries may have active research and development programs for biological weapons. With access to deadly chemicals and low production costs, the threat of bioterrorism and large-scale destruction becomes imaginable.

In addition to the larger scale threats of bioterrorism, there are also concerns for targeted uses. As we witnessed in the months following the 9/11 attacks, the use of anthrax, in both real attacks killing five, as well as hoaxes, which disrupted the country and frightened millions.

So, as just one company-what can you do to mitigate the threat of bioterrorism?

While the government is stockpiling drugs, vaccines and other medical supplies, your organization should be prepared in accordance with your industry's standards. Industry standards are emerging and vary from industry to industry. At a minimum, sectors that have been targeted in the past (such as media, manufacturing, chemical, energy, government, etc.) should have response protocols in place.

There are two benefits to having a response protocol to a real or perceived bioterrorist threat. The first benefit is to reduce the number of impacted or injured employees. The second benefit is a perception of safety by your employee by reassuring them that the company is taking the necessary precautions.

Company first responders, who may be trained security or other company personnel, should be informed of the company's biohazard containment protocol. These responders will need tools to be immediately available, such as a biohazard containment case.

The contents of a biohazard containment case can include items such as:

• Protocol instructions, such as ventilation system shutdown procedures, notifications lists, lockdown, quarantine procedures, etc.

• Biochemical certified masks

• Secure biochemical hazard bags

• Large resealable bags for exposed clothing

• Change of clothes for exposed individual(s)

• Crime scene rope or tape

• Tape labels

• Flashlight

• Biochemical certified goggles, gloves, coveralls, shoe covers and other attire for containment team

• Pens and markers

• Tape recorder (extra tapes)

• Camera (with film)

• Chain of custody forms

• Documentation log

This biohazard containment case should be placed in a wheeled container and be available for immediate access.

There are various issues to for your crisis team to consider, but one suggestion is to prepare handouts for your employees on the facts of specific anticipated biochemicals.

Keep in mind your employees will need information. They will likely be highly emotionally traumatized in the case of a biochemical attack.

Before you allow employees to go home, gather them in a safe place for a de-escalation meeting. During this meeting you should:

• Account for all employees and ensure their safety

• Provide employees with available information

• Establish methods for two-way communications between employees and management in the near term

• Identify employees who appear to be significantly distressed, unable to drive, or have other immediate needs

Unfortunately, prevention of bioterrorist attacks is largely out of the hands of the average American company.

However, there is still time to establish firewalls to minimize the effects of exposure and to make your organization a less attractive target.

The time to respond is now, before the next critical incident hits.
